Auraesm

PekomeHgauumn pa3BepTbiBaHUIO U IKCNJTyaTaLum



BeeneHune

MporpammHoe obecneyeHne Auraesm npeactaBaseT cobo pacnpeneneHHyo MUKPOCEPBUCHYIO
CUCTEMY, NCMOJIb3YHOLLYHO PACNPOCTPAHEHHbIN CTEK TEXHOIOMMIA. B CBA3K C 3TMM, OCHOBHbIE
peKkomMmeHAauum no aKcnayaTaumm CBs3aHbl C KOPPEKTHbIM Pa3BePTbIBAHNMEM U B3aUMOAENCTBUEM €€
KOMMNOHEHTOB.

Mpw paboTe c NnporpaMmmHbIM obecnedeHnem MoryT BbITb NONE3HbI Cieaylolmne peKomeHaaunm 1
peleHmns:

1. 3anyckaliTe Auraesm c UCMO/Ib30BaHMEM CUCTEM KOHTEMHepU3aumm, Takux Kak Docker(docker-
COMpOose) - 3TO 3HAYUTENILHO YNPOCTUT Pa3BEPTbIBAHME CUCTEMBI U €€ OOHOB/IEHME.

2. Auraesm COCTOMT U3 HECKO/IbKUX He3aBUCUMBbIX KomnoHeHToB (frontend, backend-cepsucsi, B4,
6poKep cooblLieHMN), KOTopble B c/lydae 3anycka B Docker npeactasasatoT coboit oTaenbHble
KOHTENHepbI, B3aMMOAENCTBYIOLLMNE Yepes CeTb.

Kpome TOro, Hala KOMMNaHWA OKasKeT NoAHOe COAeNCTBME NO 3anyCKy U HACTPOMKe cucTeMbI, loBomy
K/JIMEHTY 3aKa3aBllemy Halle NporpammHoe obecrnedyeHue.



[Tprmep 3anycka
Huxke npusegeHbl npumepsl danna docker-compose.yml ana sanycka cucremol (OTKPbITbIN KOHTYP), a
Takxe danna KoHPUrypaumm cuctemsl

docker-compose.yml

services:
rabbitmaq:
image: rabbitmg:management
container_name: rabbitmg
environment:
RABBITMQ_DEFAULT_USER: admin
RABBITMQ_DEFAULT_PASS: uGh2xie3oh
ports:
-"5672:5672"
-"15672:15672"
volumes:
- rabbitmq_data:/var/lib/rabbitmq
restart: unless-stopped

postgres:

container_name: postgres

image: postgres:15

volumes:
- pg-data:/var/lib/postgresql/data

environment:
POSTGRES_USER: ${PG_USER}
POSTGRES_PASSWORD: ${PG_PASS}
POSTGRES_DB: ${PG_DB}

ports:
-5432:5432

mssql_intellect:
image: mcr.microsoft.com/mssql/server:2022-latest
container_name: mssql-intellect
ports:
-"1433:1433"
environment:
SA_PASSWORD: "YourStrong!PasswOrd"
ACCEPT_EULA: "Y"
volumes:
- mssql_data:/var/opt/mssq|
restart: always

soo-integration-service:
image: docker.direct.farm/soo/integration-service:dev
container_name: soo-integration-service
volumes:
- uploads:/uploads
environment:
INTELLECT_MSSQL_URL: ${INTELLECT_MSSQL_URL}
PG_URL: S{PG_URL}
RMQ_URL: S{RMQ_URL}
APP_ENV: S{APP_ENV}
WAZUH_URL: S{WAZUH_URL}
WAZUH_USER: S{WAZUH_USER}
WAZUH_PASS: S{WAZUH_PASS}
WAZUH_VERIFY_TLS: S{WAZUH_VERIFY_TLS}
ports:




- 8070:8080
depends_on:

- postgres

- mssql_intellect

- rabbitmq

Soo-api-service:
image: docker.direct.farm/soo/api-service:dev
container_name: soo-api-service
volumes:
- uploads:/uploads
environment:
PG_URL: S{PG_URL}
RMQ_URL: S{RMQ_URL}
AUTH_HASH_KEY: S{AUTH_HASH_KEY}
APP_ENV: S{APP_ENV}
ports:
- 8080:8080
depends_on:
- postgres
- rabbitmq

soo-incident-service:
image: docker.direct.farm/soo/incident-service:dev
container_name: soo-incident-service
environment:
PG_URL: S{PG_URL}
RMQ_URL: S{RMQ_URL}
ports:
- 8090:8080
depends_on:
- postgres
- rabbitmq

Soo-report-service:
image: docker.direct.farm/soo/report-service:dev
container_name: soo-report-service
environment:
PG_URL_ASYNC: S{PG_URL_ASYNC}
RMQ_URL: S{RMQ_URL}
STATIC_PATH: S{STATIC_PATH}
SIGN_CERT: ${SIGN_CERT}
SIGN_KEY: ${SIGN_KEY}
SIGN_KEY_PASSWORD: S{SIGN_KEY_PASSWORD}
SMTP_PORT: S{SMTP_PORT}
SMTP_HOST: S{SMTP_HOST}
SMTP_USER: S{SMTP_USER}
SMTP_PASSWORD: ${SMTP_PASSWORD}
SMTP_FROM: $S{SMTP_FROM}
volumes:
- uploads:/app/static
depends_on:
- postgres
- rabbitmq

soo-telegram-service:
image: docker.direct.farm/soo/telegram-service:dev
container_name: soo-telegram-service
environment:




TELEGRAM_TOKEN: S{TELEGRAM_TOKEN}

PG_URL_ASYNC_TG: ${PG_URL_ASYNC_TG}

PG_URL_TG: ${PG_URL_TG}

RMQ_URL: ${RMQ_URL}

REVIEW_CHAT _ID: S{REVIEW_CHAT_ID}
depends_on:

- postgres

- rabbitmq

soo-tg-network-service:
image: docker.direct.farm/soo/tg-network-service:dev
container_name: soo-tg-network-service
environment:
TELEGRAM_TOKEN: ${TELEGRAM_TOKEN_NETWORK}
PG_URL_ASYNC_TG: ${PG_URL_ASYNC_TG}
PG_URL_TG: ${PG_URL_TG}
RMQ_URL: S{RMQ_URL}
depends_on:
- postgres
- rabbitmq
- soo-telegram-service

soo-front:

image: docker.direct.farm/soo/front:dev

container_name: soo-front

ports:
- "3000:3000"

environment:
VITE_BACKEND_URL: ${VITE_BACKEND_URL}
APP_ENV: S{APP_ENV}

volumes:
pg-data:
mssql_data:
rabbitmq_data:
uploads:
driver: local
driver_opts:
o: bind
type: none
device: /home/soo/uploads

PG_URL=postgres://user:pass@postgres:5432/postgres
RMQ_URL=amqp://admin:uGh2xie3oh@rabbitmq:5672/

INTELLECT_MSSQL_URL=sqlserver://sa:YourStrong!PasswOrd@mssql_intellect:1433?database=master&en-
crypt=disable

PG_USER=user

PG_PASS=pass

PG_DB=postgres
PG_URL_ASYNC=postgresql+asyncpg://user:pass@postgres:5432/postgres

STATIC_PATH=static

SIGN_CERT=




SIGN_KEY=
SIGN_KEY_PASSWORD=

PG_URL_TG=postgresql://user:pass@postgres:5432/telegram
PG_URL_ASYNC_TG=postgresql+asyncpg://user:pass@postgres:5432/telegram

TELEGRAM_TOKEN=your_telegram_token_here
TELEGRAM_TOKEN_NETWORK=your_telegram_network_token_here
REVIEW_CHAT _ID=your_chat_id_here

SMTP_HOST=smtp.mail.ru
SMTP_PORT=465
SMTP_USER=your_email@mail.ru
SMTP_PASSWORD=your_email_password
SMTP_FROM-=your_email@mail.ru

AUTH_HASH_ KEY=your_auth_hash_key here

VITE_BACKEND_URL=http://localhost:8080

APP_ENV=development

WAZUH_URL=https://wazuh_host:9200
WAZUH_USER=wazuh_user
WAZUH_PASS=wazuh_password
WAZUH_VERIFY_TLS=false

[nAa 3anycka cMcTemMbl Ha TakoM nNpumepe Heobxoaumo
1. BbinosHuTb KomaHay docker-compose up -d
2. [poBepuTb AOCTYNHOCTb cUCTEMbI Ha nopTax 3000 (dpoHTeHAa) n 8080 (6akeHa AMN)
1. B cayyae BO3HMKHOBEHMA NPo6aem, BbINOAHUTL MEPBUYHYIO ANATHOCTUKY C UCMO/Ib30BaHUEM
KomaHpa docker logs ans cooTBETCTBYIOLLMX CEPBUCOB (SO0-api-service, soo-integration-service,
soo-front n ap.)



PekomeHaauUMmn No aKkcnayaTaumnm
Kak cka3aHo BoO BBeAdeHUn, CUCTema He nmeet CI'IELI,Md)VI‘-IeCKMX ﬂp06ﬂ6M n pEKOMEH,D,aLI,VIﬁ, B TOXe
BpemMA CTOMUT 0003HaUYNTb 0bOLLME peKoMEeHaALNK:

1. [Nna CHUXKEHUs pUCKa NOTEPU AaHHbIX B c/lydae cboeB MHPPACTPYKTYPbl — PEKOMEHAYETCA
BbIMOJIHATL NEPUOAMYECKOE pe3epBHOE KONMUPOBAHUE AAHHbIX CUCTEMbI. 1A 3TOro cTout
MCNo/ib30BaTb BCTpOeHHble cpeacTsa CYB/, Takue Kak pg_dump ana PostgreSQL. TakKe cTouT
BbINOJIHATL PE3ePBHOE KOMMPOBAHME MO/b30BATENBbCKUX GANOB CUCTEMbI, KOTOPbIE B NpUMepe
Bbllle pacnosaratotca B KaTtanore /home/soo/uploads

2. [nA BbiABNEHUA NPAKTUYECKU Nt0DbIX OWMBOK B paboTe cuctembl MOTyT 6bITb MCNONb30BaHbI
KomaHAbl docker logs ana cooTBeTCTBYOLWMX CEPBUCOB (SO0-api-service, soo-integration-service,
soo-front n ap.)



